
mitigating actions that are required. We 

will continue to oversee the governance 

of the IT risk register review and ensure 

that these are surfaced to the risk 

committee whenever necessary, and 

that this in turn is canvassed by the board.

Various members and attendees at the 

committee are also members of the 

risk committee, which ensures the risk 

committee has appropriate insight into 

IT governance matters. Our independent 

IT governance expert attends the annual 

workshop of the risk committee to provide 

his feedback as an independent member.

Addressing significant 
IT projects
During the year under review the 
committee noted the need for Sun 
International to be able to better 
understand, analyse and interpret customer 
data and apply that insight to the benefit 
of the business. There are several key IT 
projects that have been initiated by the 
group in order to achieve this.

Over the last financial period, the 
committee’s work has focused on 
Cyber Security and Business Continuity 
Management with significant progress 
being made in these areas.

The committee has driven the inculcation 
of a digital culture within the group 
through the introduction of IFS, Bally BI, 
the new Adobe website, test automation 
and the SharePoint upgrade. Given the 
upsurge of an automated culture comes 
the need to protect both the customers 
and employees data and as such the 
group has embarked on creating an 
internal cyber security function which 
monitors data movement and cyber 
threats to the network.

Composition, meetings 
and assessment
As the elected chairman of the committee, 

I am joined on the committee by the chief 

information officer, the chief operating 

officer and director: operations 

(representative of key areas of the 

business) and an independent IT 

governance expert. The group’s director: 

internal audit and the group manager: 

IT governance, risk and information 

security are standing invitees to the 

committee.

The committee’s terms of reference clearly 

set out its mandate. To effectively fulfil its 

mandate the committee met four times 

during the 2016 financial year.

The committee’s terms of reference 

prescribe that the effectiveness of the 

committee, its chairman and members 

should be assessed annually. This year 

the committee’s evaluation assessment 

was conducted by the BoardPractice as 

part of the board’s evaluation process. 

The results of the external assessment 

indicated that the work of the committee 

has matured over the last two years there 

were no material areas for improvement 

and that the committee was performing 

its duties effectively.

Following renewed focus, the working 

relationship with the IT steering 

committee (“Steerco”) has evolved into 

an effective structure with the Steerco 

prioritising and approving IT investments 

for review by the committee in order 

to evaluate all IT projects in terms of 

their business case through the use of 

appropriate criteria and measures, as well 

as all related IT risks.

Roles and 
responsibilities
The committee is responsible for 

monitoring, developing and communicating 

the processes for managing IT governance, 

information flows and governance across 

the group. In addition thereto, the 

committee effectively oversees the IT 

governance framework through its charter, 

policies and working processes and 

ensures that management implement 

all necessary aspects originating from 

the work of the committee.

Addressing IT risks
As IT risks are inherent in the nature of 

the business we operate and given the 

heightened regulation around information 

security, the committee assesses the 

governance around IT risks and the 

Sun International’s IT governance sub-committee (“the committee”) 
was established in 2011 as a sub-committee of Sun International’s risk 
committee. The committee has embedded well-established practices 
and procedures that assist the risk committee and the board in being 
able to determine the health of the group’s overall IT strategy and the 
related matters of responsibility that fall within the ambit of the board. 
I am pleased to present the report of the committee for the financial 
year ended 30 June 2016.
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In addition, data backups are encrypted 

and secure as well as every property 

having disaster recovery plans and 

strategies tested, exercised and monitored. 

This serves to further embed a culture 

within the organisation to support the 

protection of information which it collects 

and stores in alignment of the stringent 

requirements of The Protection of 

Personal Information (PoPI) and in support 

of the functions of group’s compliance 

department, as the custodian of PoPI.

Addressing key IT incidents
The committee reviews any key IT incidents that take place across the group and in 

addition thereto reviews the preventative measures and responses in place. The committee 

is of the opinion that they are adequate in terms of mitigating any significant impact on the 

business. The group has business continuity management plans in place for most 

anticipated IT incidents.

Alignment to business strategy
The committee’s year planner is aligned to meeting the key outputs of business strategy in 

order to further support the group.

Improve our existing operations  

and guest experience

Alignment with business strategy • Enterprise Resource Planning

• Customer Relationship Management

• Review of key projects

Protect and leverage our existing  

asset portfolio

Business Performance • Key Incidents Management

• IT Risk Register

• Group IT Budget

Grow our business into new  

areas and products

IT Investments • New Business Initiatives

Our people Assigning IT Responsibility • IT Structures

Governance and Sustainability IT Governance • Business Continuity Management

• Data Governance

• Strategic Vendors Spend Analysis

• Protection of Personal Information – PoPI 
(Information Security)

• Internal Audit Reports Exceptions

• Information related Policies

• Information Security Reports

• IT Security Management

• COBIT 5 process status

• King III gap analysis

Conclusion
The committee is satisfied that IT governance is well entrenched throughout the group 

and we believe that there have been no significant areas of concern that could materially 

impact the group’s standing in this regard. The committee will continue to monitor new 

and significant IT projects and assess the realisation of benefits from these projects.

AM Leeming 

Chairman of the IT governance sub-committee

14 October 2016
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